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Project Objectives: 
● Open source implementation of 5G 

○ End to end session from UE to Internet
● Network control and management 

applications (SMO)
○ Applications (rApps)

■ Resilience 
■ Security 
■ Frequency 

○ Framework Services
■ Topology Service
■ Topology Visualization
■ Alarm Generator
■ Spectrum Sensing Service

● Done in context of Open RAN (O-RAN)
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O-RAN Implementation
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Results from OAI System 
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SMO Applications Dataflow



Topology Service

● Maintains updated network topology information
● Provides initial topology to rApps and AI planner
● Handles communication of changes in topology (deltas) to all rApps
● Provides updates whenever topology changes

Topology 
visualization 
via D3
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Resilience rApp

● Maintains information regarding 
topology

● Ensures constant connectivity for 
UE

● Calculates optimal distribution of 
data among paths

● Example: Data split between a 
low-cost-low-security path and a 
high-cost-high security path.



Output Example



Security rApp
● Reads security alarms sent to AMQP 

server from the node

● Analyzes Alarm Severity

● Sends commands to RAN network (info 

forwarded to topology service)



Spectrum Management rApp

● Goal: Manage frequency 
band distribution among the 
available RUs

● Energy detection(GNU 
Radio) + occupancy 
estimation(NG-Scope)

● Communication via AMQP



Output Example



Questions?
https://www.orbit-lab.org/wiki/Other/Summer/2023/5G6G

https://www.orbit-lab.org/wiki/Other/Summer/2023/5G6G

