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e Open source implementation of 5G
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# cd Goonline/
g 1=
MPQMUX.c MPQMUX.h Makefile QMIThread.c QMIThread.h QniwwancCM.
: g ./simcom-cm
-10 :03:21:687) Butld Version: 2020-07-14 10:20:15
g SIMCOM_CM START...
Jsincon-cn profilefl] = (null)/(null)/(null)/e, pincode (null)
Find /sys/bus/usb/devices/2-4.4 (dVendor=1ede 1dProduct=9661
Find /sys/bus/usb/devices/2-4.4:1.5/net/wwpbs20fOududis

GobiNetCM.c MPQCTL.h  MPQ

Results from OAI System

E Find usbnet_adapter = wwpOs20fOudu4als
s | ol Sy 551 m @ P8 - 103:21: Find /sys/bus/usb/devices/2-4.4:1.5/usbnisc/cdc-wimd
vysor OnePlus ST 5G (KB2005) @ e & 2
Find gnichannel = /dev/cdc-wdm@
- iPerf 8 :03:21: netcard driver = gnl wwan simconm

cdc_ wdn _fd = 7
-] _11:03:21: ] Get clientWDS =
Tuesday . 103:21: Get clientDMS
556 - - 103:21:831] Get clientNAS
P— " Ref : £ 121: Get clientUIM
Get clienthDA =
requestBaseBandve
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1
2
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on MPSS.HI.2.0.c3-00246-SDXSS5_CPEALL_PACK-1 1 [Oct 26 2

>
SIMStatus: SIM_READY

‘Connect Network or Shared Device 08-18 $03:21: ] requestGetSIMStatus
et requestGetProfile[1] ocal///e
Settings E 3 - :103:22: ] requestRegistrationState2 MCC: 316, MNC: 260, PS: Detached, DataCap: UNKNOW

requestQueryDataCall IPvaConnectionStatus: DISCONNECTED
requestRegistrationState2 MCC: 310, MNC: 260, PS: Detached, DataCap:

@

<
requestRegistrationState2 MCC: 318, MNC: 14, PS: Detached, DataCap:
Customize Vysor  nstal Camers Phgin 8 requestRegistrationState2 MCC: 310, MNC: 14, PS etached, DataCap: UNKNOW

@

requestRegistrationState2 MCC: 310, MNC:
requestRegistrationState2 MCC: 318, MNC:
requestRegistrationState2 MCC: 310, MNC:

| PS: Detached, DataCap: UNKNOW

|

1
requestRegistrationState2 MCC: 310, MNC: 14

1

1

DataCap: UNKNOW
DataCap: UNKNOW
DatacCap: UNKNOW

About

@

No

w

Upgrads toPro Login

requestRegistrationState2 MCC: 318, MNC: , PS5: Detached, DatacCap: UNKNOW
requestRegistrationState2 MCC: 310, MNC: hed, DataCap: UNKNOW
requestRegistrationState2 MCC: 310, MNC: 14, PS: Detached, DataCap:
requestRegistrationState2 MCC: 310, MNC: 14, PS: Detached, DataCap: UNKNOW
requestSetOperatingMode(l)
requestSetOperatingMode(0)
requestRegistrationState2 MCC: O, MNC: O,
requestRegistrationState2 MCC: O, MNC: O,
requestRegistrationState2 MCC: 310, MNC:
requestRegistrationState2 MCC: 310, MNC:
requestRegistrationState2 MCC: 310, MNC:
requestRegistrationState2 MCC: 310, MNC: 14, PS: A
requestSetupDataCall wWdsConnectionIPv4Handle: ©x783
requestQueryDataCall IPvdaConnectionStatus: CONNECTE
Lfconfig wwpBs20fOududis up

Fall to access Jusr/share/udhcpc/default.script, errno: 2 (No such file or di
busybox udhcpec -f -n -q -t 5 -5 Jusr/share/udhcpe/default.script -1 wwpOs20foO
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Detached, DataCap: UNKNOW

: Detached, DataCap: UNKNOW
PS: Detached, DataCap: UNKNOW
S: Detached, DataCap: UNKNOW
ached, DataCap: NR5SG
ched, DataCap: NRSGC
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SMO Applications Dataflow

Service Management &
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Security rApp | ‘ Spectrum Management rApp ‘ ‘ Resilience rApp ‘ ‘ External Interface Adapter Al Planner

Get topology .json : !

' | Publish topology initialization _ ' Receive topology initialization

| Ll

' Receive topology initialization ! !

| Receive topology initialization ' '

| Topology + Topology + Topology +
network state network state network state !
) intialized intialized intialized |

Receive security alarm message |

Publish Alarm Message

| _ Request Configuration change Request configuration change (e.g. disable compromised node)

RAN topology modified and acknowledgea %

! | Process alarm and
| | determine action

| Configuration updaté

| | _ Configuration update |

| i Topology update i

Process topology update
Calculate optimal data distribution
across available paths

' _ Request configuration change

Data distribution modified | ]

opt [Al Planner interaction]
Request topology Request topoloy

Get topology

Request topolagy

Get topology

| Get topology

Determine optimal D
configuration

Action request Action request Action request
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Topology Service

Maintains updated network topology information

Provides initial topology to rApps and Al planner

Handles communication of changes in topology (deltas) to all rApps
Provides updates whenever topology changes

SMO CU DU RU UE

Topology
visualization
via D3




Resilience rApp

e Maintains information regarding  Red: Lower security, lower cost

Green: Medium security, medium cost
tOpOlOgy Blue: Higher security, higher cost

e [nsures constant connectivity for
UE

e (alculates optimal distribution of
data among paths

e [xample: Data split between a
low-cost-low-security path and a
high-cost-high security path.



Output Example




Security rApp

e Reads security alarms sent to AMQP

server from the node
e Analyzes Alarm Severity

e Sends commands to RAN network (info

forwarded to topology service)




Spectrum Management rApp
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Output Example
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root@node1-

# python3 bit_vector.py

~ ~
12 [x] Message Sent.
16 [, ©, 0, ©, ©, ©, ©, ©, ©, 1, 0, ©, ©, ©, ©, ©, 1, 0, ©, 0, 0, ©, 1, 0, 0, 0, ©, ©, ©, 1,
17 e, @, @, 2, @, @, 0, @, 0]
[x] Message Sent.
[e, e, 1, @, ©, 0, 0, ©, ©, 1, 1, 0, ©, 6, 0, 1, 0, ©, 8, ©, 0, ©, ©, 1, 0, 0, ©, ©, ©, 1, O,
e, o, @, @, 90, 9, 1, 0, 0]
[x] Message Sent.
(056, 0,0, 0,°0; 65 1; 0,1, 0,1, 0,0, 0,0, 0,0, 0, 1; 0,:0, 0,0, 0,-0, 6,1, 0,°1; 1,
1, @, 8, @, 8, @, 8, @, 0]
[x] Message Sent.
[e, e, 6, ©, ©, ©, ©, ©, ©, 1, ©, ©, 0, ©, ©, ©, ©, 0, ©, ©, ©, ©, 0, ©, @, ©, 0, ©, ©, @, 1,
e, 9, @, 9, @, @, 9, 9, 0]
[x] Message Sent.
[, ©, 0, ©, ©, ©, ©, ©, ©0, 1, ©, ©, 0, ©, 0, 1, ©, @, 1, 1, 1, 6, 0, 1, 0, 0, 0, 0, 0, 1, O,
e, 9, 0, 0, 0, 90, 0, 1, 0]
[x] Message Sent.
14 [e, e, 0, ©, 0, , 0, 0, 6, 0, 1, 8, 0, ©, 0, ©, ©, ©, ©, 1, 1, ©, 0, ©, 0, ©, @, ©, 0, 1, o,
35 e, , 8, 9, @, 0, @, 8, 0] :
28
@505 1550 10,705 0,70, 0.0, 854 1;05 0, 0; 0; 05 0,05 @1y &
0]
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Questions?

https://www.orbit-lab.org/wiki/Other/Summer/2023/5G6G



https://www.orbit-lab.org/wiki/Other/Summer/2023/5G6G

